[Tpunokenue NQ 1

ITpunoxenue 1. [TamaTka 1 obydyaronuxest 06 nHGOPMaLHOHHON 6€30IaCHOCTH
eTel
HEJIb3A

1. Bcem mozapsz coobIuaTh CBOIO YacTHYI0 WHMOpMauuio (HacTosiye uMsi, haMUIno,
TesiedoH, aJipec, HOMep LIKOJIBL, a TakKe GoTorpaduu CBOH, CBOEH CEMbH U APy3€eH);

2. OTKphIBaTh BJIOKeHHBble (alijIbl 3JIEKTPOHHOM IIOYTHI, KOIJA He 3Haellb
OTTIPABUTEJIS;

3. FPY6PITI>, IpuaupaThCsa, OKa3bIBaTh JaBJIEHHUE - BECTH cebs1 HEBEKIIUBO U arpecCuBHO;

4. He pacnops:kaiica neHbraMH TBOeH ceMbU 0e3 pa3pelleHHsi CTaplIMX - BCerjaa
CIpalIuBai poauTesen;

5. He Bcrpeuaiica ¢ VIHTepHET-3HAKOMBIMH B PEAJbHOW KU3HU - MOCOBETYHCA €O
B3POCJIBIM, KOTOPOMY /IOBEPSIEIlIb.

OCTOPOXHO

1. He Bce mumyT npaszay. Yuraems o ceGe Henpasay B MHTepHeTe - coobmu 06 3TOM
CBOMM POJUTEJISIM UJIU OIIeKYHaM;

2. [IpuriamaroT nepenuchBaThCs, UrPaTh, 0GMEHUBATHCS - TPOBEPD, HET JIH TI0/IBOXA;
3. Hezakonnoe konupoBaHue (aiisioB B IHTEpHETE - BOPOBCTBO;
4. Beerna pacckasbiBaii B3pOCJIBIM O TIPOGIEMax B CETH - OHH BCETZia TIOMOTYT;

5. Wcnonpayih HacTPOHKM Ge30MacHOCTH M NPHUBATHOCTH, YTOOBI HE TOTEPATH CBOM
aKKayHTBI B COIICeTAX M IPYTUX MOpTaJIax.

MOKHO

1. YBaxkall APYTHX MTOJIb30BATEIEH;

2. [Tonbayembess MHTEpHET-HCTOYHUKOM - [leJ1all CChITKY Ha HETo;
3. OTKpBIBali TOJIBKO T€ CCBUIKH, B KOTOPBIX yBEPEH;

4. O6waThest 3a TOMOMIBIO B3POCJIBIM - POAMTENH, ONEKYHbI U aMHHUCTPAIHA CAHTOB
Bcerzia IOMOTYT;

5. Ilpoiiam obyuenwe Ha caiite "CeTeBM4YOK" ¥ MOJy4H TAacmopT HHU(MPOBOTrO
rpakgaHuHa!

ITpunoxenue N2 2

ITpunoxenue 2. UndopMannoHHas namMsaTKa Ui 06yJaronMXcs 1A pa3MelleH s Ha
ouIHaTbHBIX UHTEPHET-Pecypcax

C KaXIbIM TO/IOM MOJIOZIE’KH B UHTEPHETE CTAHOBUTCA GOJIbINE, A IIKOJIPHUKY OJJHA U3
CaMbIX aKTHBHBIX 1I0JIb30BaTesiel Pynera. Mexy TeM, IOMHMO OTPOMHOTO KOJIMYECTBA
BO3MOKHOCTEeH, MHTEpHEeT HeceT W NpobieMbl. DTa MaMATKA HO/UKHA [OMOYb Tebe
6e301acHO HAXOAUTHCA B CETH.



KomneiorepHsbie BUpychbI

Komnbotepubiii  BHpyc - 5TO  pasHOBHAHOCTB KOMIIBIOTEDHBIX ~ IIPOTPam,
OTJINYUTENIBHOH OCOGEHHOCTBIO KOTOPOH fABJIAETCS CIOCOBHOCTD K pasMHO)KeHH0. B
AOTIOIHEHHE K 3TOMY, BHUPYChI MOIYT IOBDEIHTb HJIH IIOJHOCTHIO YHHUTOXKHUTH BCE
Gaiisibl ¥ JaHHBIE, OAKOHTPOJBHbBIE IOJIB30OBATENI0, OT HMMEHH KoToporo 6buia
safylleHa 3apakeHHas NpOrpaMMa, a TakKe IOBDPEAUTh WM Jaxke YHHUUTOXKHUTb
ONEPalMOHHYI0 CHCTEMYy CO BCeMH (aiiaMu B LesoM. B GosbluMHCTBe cryuaeB
PacnpoCTPaHAKOTCA BUPYChl Yepe3 HHTEPHET.

MeTOZIbI 3allUTHI OT BPEJOHOCHBIX IporpamMm:

1. Mcrionb3yii coBpeMeHHBIe ONepalMOHHBIE CHCTEMbl, HMEIOIHe CepbEe3HBIH YPOBEHb
3aIUHTHI OT BPEIOHOCHBIX IIPOTPAMM;

2. IlocrosiHHO ycraHaBiuBail maut (uudpoBble 3arUIaTKH, KOTOpble aBTOMATHYECKH
YCTAHABJIUBAIOTCA C IeJIbl0 I0pabOTKU IPOrpaMMbl) U JpyrHe OGHOBJIEHUS CBOEH
OTepalMOHHOM chcTeMbl. CKauMBail X TOIBKO ¢ OUIHATBHOTO caifTa paspaboTunka
OC. Ecsu cymecTByeT peskinM aBTOMaTHUECKOTO OGHOBJICHHUS, BKITIOUH €ero;

3. Paboraii Ha cBoem KOMIIbIOTEPE MO IIpaBaMU I10JIb30BaTeJIsd, a He aIMUHHCTpATOPa.
9TO HE TO3BOJIUT 60]IbIIII/IHCTBy BPEIOHOCHBIX IIPOrpaMM HWHCTAJIJZIUPOBAThCA HA TBOEM
epCOHaJIbHOM KOMIIbIOTEDE;

4. Vicnionbayit aHTHBUPYCHbIE TIPOrPaMMHBbIE IPOAYKTHI U3BECTHBIX IIPOU3BOIUTENEH, ¢
aBTOMaTHYECKHM OOHOBJIEHUEM 6a3;

5. OrpanHndb Gpu3NIECKHil I0CTYI K KOMIBIOTEPY V1A TOCTOPOHHHX JIMIL;

6. Mcrionp3yii BHEITHHE HOCHTEIN uHdOpManuy, Takue Kak dIenka, JUcK WK dain
U3 HHTEPHEeTa, TOJIbKO U3 IPOBEPEHHBIX HCTOUHUKOB;

7. He oTkpbIBaii KoMmbioTepHBle Gaiyiby, MONyYeHHBIE U3 HEHATEKHBIX HCTOYHHKOB.
Hazke Te daiibl, KOTOPBIE TPUCIA TBOM 3HAKOMBIIL. Jlyd1nie yTOYHHM y HEro, OTIPaBJIAT
JI4 OH Tebe ux.

Cern WI-FI

Wi-Fi - 5T0 He BHJ Iepesaun JaHHBIX, He TEXHONOTHSA, a BCETO JIAIID 6pens, mapka.
Eme B 1991 roay Huzepnanackas KoMOaHus 3apeructpupoBana 6pena "WECA", yto
obozHayaso cimoBocoueranue "Wireless Fidelity", xoropbii mepeBomurcs Kak
"GecripoBO{HAsA TOYHOCTD".

Hlo mamero Bpemenu souuia apyras aGGpeBmaTypa, KOTOpasi SIBJIAAETCS TaKOM iKe
TeXHosorueii. 3to ab6pesuarypa "Wi-Fi". Takoe HasBaHMe GBUTIO JAHO ¢ HAMEKOM Ha
CTaHZAApT BBICIIEH 3ByKOBOHM TexHuku Hi-Fi, uTo B mepeBome o3Hauaer "BbicoKas
TOYHOCTB".

Mla, GecrnaTHblit MHTEPHET-0CTYT B Kade, OTeNAX | a’ponopTrax ABJIAETCS OTIUYHOH
BOSMOKHOCTBIO BbIXOZa B HHTepHeT. Ho MHOrMe oKcHepTHI CuyMTAIOT, uYTO
obwenocrynubie Wi-Fi ceTn He sBIsI0TCA 6€30NIaCHBIMH.

CoBeTslI 110 63011aCHOCTH paboThI B 0611€10CTYTHBIX ceTsix Wi-fi:

1. He mepezasait cBoio smuHy0 uHbOpManmio yepes obmenoctynuabie Wi-Fi cern.
Paboras B HUX, JKeJlaTeIbHO He BBOUTD TIapOJIM JIOCTYTIA, JIOTHHBI U KaKHe-TO HOMepa;



2. Mcnonb3yii 1 0GHOB/IANW aHTUBUPYCHBIE IPOrpaMMBbl B GpaHMayep. TeM caMbIM ThI
obesomnacHib cebsi OT 3aKaYKX BHPYCa Ha TBOE YCTPOUCTBO;

3. Ilpu ucnons3oBanuu Wi-Fi otkiroun ¢ynkuuio "O6muit goctyn k daiaam u
npunTepaMm”. JlaHHash GYHKOMWA 3aKpbiTa 10 yYMOJYAHHIO, OJHAKO HEKOTOpbIe
0JIb30BaTEJIM aKTUBUPYIOT ee JIJIs y00CTBa HCIOIb30BaHUsA B paboTe win yuebe;

4. He ucnionpayit nybauussii WI-FI 1a nepenayu JIMYHBIX JaHHBIX, HAPUMED IS
BBIXO/IA B COLIMAJIbHBIE CETH WJIX B 3JIEKTPOHHYIO IIOYTY;

5. Mcnonp3yit TonbKO 3amuinieHHoe coenuHeHune yepe3 HTTPS, a ve HTTP, T.e. npu
Habope Be6G-azpeca BBogu umeHHO "https://";

6. B wmobunpHOM Tenedone oTimoun ¢yHknuio Tlogkimiouenune k- Wi-Fi
aproMaTHuecku'. He fomyckaii aBTOMaTHYECKOTrO IMOAKIIOUEHUs] YCTPOUCTBA K CETAM
Wi-Fi 6e3 TBoero coracusi.

CouuajibHbIE CeTH

ConuanbHble CeTH aKTUBHO BXOJAT B HAILY ’KU3Hb, MHOTHE JIIOAU PAbOTAIOT U JKUBYT
TaM IIOCTOAHHO, a B Facebook y»ke 3aperucrpupoBad MUUIMap/ 4eI0BeK, UTO ABJIAETCH
OJHOM CeIbMOM BCeX JKUTeJIeH IIaHeThbl. MHOTHE I0JIh30BaTe/Id He MOHUMAIOT, YTO
uHdOpManusA, pa3MelleHHas UMU B COLMAJIBHBIX CETSIX, MOKET OBbITh HaiijieHa H
HCIOJIb30BaHa K€M yTOHO, B TOM YHCJIe He 0053aTeJIbHO ¢ 6J1aTUMKI HaMEpPEeHHSAMH.

OCHOBHBIE COBETHI 110 6€30IIaCHOCTH B COIIMAJIbHBIX CEeTAX:

1. Orpanuub COHCOK Apy3edl. Y TeGs B APY3bsX HE AOJIKHO OBITh CIyYaWHBIX H
HEe3HAaKOMBIX JIIOJIEH ;

2. 3amminai CBOI YacTHYIO KM3Hb. He ykaswiBail maposu, TesieOHBI, ajipeca, AaTy
TBOETO POKJAEHUs U JPYIyl0 JIMYHYI0 HHQOpPMAIUIO. 3JIOYMBIIUIEHHUKA MOTYT
HCIOJIB30BaTh Jlaske MH(OpPMAIHUI0 O TOM, KaK Thl M TBOU POJUTENH ILJIAHUPyeTe
NIPOBECTU KaHUKYJIBL;

3. 3amuiaii CBOIO PemyTalHIo - IeP:KU ee B YHCTOTE U 33/1aBail cebe BOIpoc: XOTes Gbl
ThbI, 4TOOBI IPYTHE TOIB30BATENIH BHEJIH, YTO ThI 3arpy:kaemb? [logymaii, npex/e yem
YTO-TO OIyO/IMKOBATh, HAMTKUCATH U 3aTPY3UTh;

4. Ecoia ThI TOBOPHILB C JIIOZIBMHU, KOTOPBIX HE 3HAEIIb, HE HCIOJIB3YH CBOE pealbHOEe
UM ¥ IPYTYIO IMYHYIO MHOPMAIMHU: UMH, MECTO KUTeJIbCTBA, MECTO y4eObl U IpoYee;

5. U3berait pasmemenus ¢ororpacduii B aTepHere, rae Th ©306pakeH Ha MECTHOCTH,
110 KOTOPOX MOZKHO OIIPE/IEIUTH TBOE MECTOTIOJIOKEHHUE;

6. IIpu perucTpanyuy B COLUAIBHOM CETH HEOOXOAMMO KCII0JIb30BATh CJIOKHbBIE TIApPOJIH,
cocrosmye u3 6ykB 1 HUP U ¢ KOJIMYECTBOM 3HAKOB He MeHee 8;

7. o5 conuanbHOM ceT, MOYTHI ¥ IPYTHX CAHTOB HEOGXOAUMO UCIOIB30BATh pa3HbIe
naponu. Torza ecinu Tebs B3JIOMAIOT, TO 37I0YMBIIUIEHHUKH TOJIyYaT JOCTYII TOJIBKO K
OJTHOMY MECTY, a He BO BCe cpasy.

AJIEeKTPOHHBIE JEHbI'U

OJIEKTPOHHBIE JIEHBTH - 3TO OY€Hb YZOOHBIA CrOCcob IUIaTeXel, OHAKO CyLIECTBYIOT
MOIIIEHHUKH, KOTOPBIE XOTAT MOJIYUUTh 3TH JI€HbIH.



SJIGKTPOHHbIe JIeHbI'd MOSIBWJIUCH COBCEM HEJaBHO M MMEHHO H3-3a 3TOr0 BO MHOTHX
rocyAapcTBax /o CUX IIOP He IPOMKUCAaHO MPO HUX B 3aKOHAX.

B Poccuu ke OHM (DYHKIMOHHPYIOT M O HHX yKe IPONHCAHO B 3aKOHe, IJie HX
pas/iesIA0T Ha HECKOJIBKO BHJIOB - aHOHMMHBIE M HE aHOHMMHbIE. Pa3HHIA B TOM, YTO
AaHOHWUMHBIE - BTO Te, B KOTODBIX paspellaeTcss [POBOJUTL omnepauuu 6e3
ueHTUUKAIIMK TI0JIhb30BaTe/ls, @ B HEAHOHMMHBIX HIEHTH(UKALUA IOIb30BaTe/IsA
ABJIAeTCA 00s3aTeIbHOM.

Takke cJIelyeT pas/iduaTh 2JIEKTPOHHbIE (pUaTHBIE JeHbIU (PaBHbBI FOCYAAPCTBEHHBIM
BAJIIOTAaM) ¥ 5IeKTPOHHBIE HedpHaTHbIE IeHbIM (He PaBHbI FOCY/JaPCTBEHHBIM BTIOTaM).

OcHOBHBIE COBETHI 110 6e301acHOi paboTe C 3/IeKTPOHHBIMH JIEHbraMu:

1. [IpuBs>KM K cdyeTy MOGMIBHBIN TeseoH. DTO caMblii yAO6GHBIH U GbICTPBIH C110CO6
BOCCTAHOBUTBD ZIOCTYII K cuery. [IpuBsAzaHHbIN TesedOH OMOsKeT, ecyin 3aby/ienb CBOI
IUIaTeKHBIN MTApOJIb WK 3al/Ielb Ha CAUT C HE3HAKOMOTO yCTPOUCTBA;

2. Wcnonb3y# opHOpas3oBble maposu. [Tocse mepexoja Ha YCHJIEHHYIO aBTOPH3AIUIO
Tebe yxe He OyZIeT yrposKaTh ONaCHOCTh Kpayky HJIM IlepexBara IIaTeKHOTO MapoJis;

3. BoiGepy CIOKHBIH maposb. IIpecTynHukam OyZeT He IPOCTO yraJaTh CJIOXKHBIA
naposb. HajexHble aposy - 3TO MApOJId, KOTOPbIE coZepKaT He MeHee 8 3HAKOB U
BKJIIOUAIOT B cebsi CTPOYHbBIE M IPONUCHBIE OyKBbI, HU(PH ¥ HECKOJIBKO CHMBOJIOB,
TakHe Kak 3HaK oJl1apa, QyHTa, BOCK/IMLATeIbHbIH 3HaK 1 T.1. Hanpumep, $tRong!;;

4. He BBOAW CBOM JIMUHBIE JIaHHBIE HA CaliTax, KOTOPHIM He JJ0BepsAellb.
AJIEeKTPOHHAA NoYTa

DJIeKTPOHHAsA TI0YTA - HTO TEXHOJIOTHS U IIPe/IOCTaBJIAeMbIe €10 YCJIYTH 110 IePechlIKe U
NOJIy4eHHIO 3JIeKTPOHHBIX COOBIIEHHi, KOTOpbIe PACIpeeIAIoTCA B KOMIBIOTEPHOU
cetd. OGBIYHO BJIEKTPOHHBIM TNOYTOBBIA SAIWK BHIVIAAUT CJEAYOIMM 06pasoMm:
UMs_TI0/Ib30BaTeA@uMs_oMeHa. Takke KpoMe Iepefiauyd IIPOCTOTO TEKCTa, HMeeTC st
BO3MOKHOCTb IIepeZiaBaTh (haiibl.

OCHOBHBIE COBETHI 110 6e30MacHO paboTe ¢ 3JIeKTPOHHOM IIOUYTOM:

1. Hazio BeIGpaTh MpaBU/IbHBINA TOYTOBBIA CEPBUC. B HHTEpHETE eCTh OTPOMHBIH BBIGOD
6ecIUTaTHBIX MOYTOBBIX CEPBUCOB, OJTHAKO JIyYllle /IOBepATh Te€M, KOrO 3Haellb U KTO
[IEPBBINA B peHTHHTE;

2. He ykasbiBail B IMUHOM TouTe JMuHyI0 uHGopmauuwo. Hanpumep, sydine BbIGpaTh
"My3bIKaJIbHbINA_(anaT@" win "pok2013" BMecTo "Tema13";

3. Mcmosbayii AByXaTaHY0 aBTOPU3ANNI0. ITO KOTZa IOMHUMO NapoJisi HY’KHO BBOAHTH
KOJI, IIPUChUIaeMBbIH 110 SMS;

4. Boibepu CIOKHBIA Taposib. [l KaKAOTO MOYTOBOTO AIIMKA JIOJNAKeH ObITh CBOU
HaJIeKHBIH, yCTOWYUBBIH K B3JIOMY [1apOJIb;

5. Ec/iu ecTh BO3MOKHOCTh HAalMcaTh CAMOMY CBOM JIMYHBIM BOIIPOC, MCIOJIb3YH 3Ty
BO3MOKHOCTB;



6. Vcnonb3y#i HECKOJIBKO IOYTOBBIX SAIUKOB. IlepBbId s YaCTHOW TEPENnucKHA C
ajpecaTaM#, KOTOPBIM ThI I0BePSA€Ib. ITO 3JIEKTPOHHBIN a/[pec He Ha/I0 HCI0/Ib30BaTh
IpH peruerpauuy Ha popymax u cairax;

7. He oTKphiBaii (aiisibl U Apyrue BIOKEHHs B MHChbMAax, [ae eCId OHU MPHUILIH OT
TBOHX 7Ipy3ei. JIydllle yTOUHHU y HUX, OTIIPABJIAIIH JIM OHU Tebe 3TH (aisibl;

8. Tlocsie okoHuyaHus pabOThl Ha IIOYTOBOM CepBHCE Iepel] 3aKPBITHEM BKJIAJKU C
caiitom He 3a6y/1b Ha)KaTh HA "BeIiATH".

Ku6epOy/LUIMHT WM BUPTYaJIbHOE U3/IeBaTeIbCTBO

KubGepOy/UTMHT - TpeciefioBaHue COOOLIEHHSAMH, COJEPHKAIMMU OCKOPOIeHHUs,
arpeccHio, 3alyrMBaHWe; XyJIUTaHCTBO; COIMAIbHOE OGOWKOTUPOBAHHE C IOMOMIBIO
Pa3IMYHbIX HHTEPHET-CEePBHCOB.

OcHOBHBIE COBETHI 110 60pbhe ¢ KHHepOyITHHIOM:

1. He 6pocaiicss B 60ii. Jlyammuii croco6: mOCOBETOBAaThCA Kak cebsA BECTH M, €C/IH HeT
TOro, K KOMY MOYKHO OGpaTUThCsI, TO BHAUasIe YCIIOKOUThCA. EC/iM Thl HAYHeIb OTBeYaTh
oCKOp6IeHUAMHU Ha OCKOPOJIEHHUS, TO TOJIBKO ellle GOJIbIIe Pa3ossKellb KOH(IIUKT;

2. Yupapisiii cBoell Kubeppernyraiue;

3. AHOHUMHOCTb B ceTH MHHUMas. CylIecTBYIOT cHocoObl BBIACHHTB, KTO CTOHUT 3a
QHOHHMHBIM aKKayHTOM;

4. He crouT BecTH XyJIMraHCKUM 06pa3 BUPTYaJbHOM KU3HU. VIHTepHeT QuKCHpyeT Bce
TBOM JIEUCTBHUSA ¥ COXPAHSET UX. YAQIUTH UX OyJeT KpaliHe 3aTPyITHUTEIbHO;

5. Cobutroziaii CBOXO BUPTYAJIbHYIO UeCTh CMOJIOZY;

6. UrHopupy# enuHuuHBIM HeratuB. OZHOpa3sOBble OCKOPOHTENbHbIE COOBIIEHUA
Jlydine urHopupoBath. OGBIMHO arpeccysi IpeKpalaeTcs Ha HadyaJbHOM CTa/Iuy;

7. Ban arpeccopa. B mporpammax o6MeHa MTHOBEHHBIMH COOOILIEHUAMH, B COLUAIBHBIX
CeTAX eCTh BO3MOKHOCTH 6JIOKHPOBKH OTIIPABKH COOGIIEHUH C OIIpe/ieJIeHHbIX aZipecoB;

8. Eciu Tl cBuzerenb KubepOysuimHra. TBom AeHCTBHA: BBICTYIIUTh IPOTHB
mpecyiefioBaTessi, MOKasaTh €My, 4YTO ero /IeHCTBHA OLIEHHWBAIOTCA HEraTHBHO,
MO/ZIEPIKATh JKEPTBY, KOTOPOU Hy’KHA IICHXOJIOTHYecKas TIOMOIIb, COOBIIUTh B3POCIBIM
0 pakTe aAPPECCHBHOTO MOBEJICHNS B CETH.

MoGuabHbIN TeleOH

CoBpemeHHble cMapThOHBI ¥ IUIAHIIETHI cojep:kaT B cefe BIIOJHE B3POCIIbIHA
¢yHKIMOHAJI, W Temepp OHM MOTYT KOHKYPDHPOBAaThb CO CTAalHOHAPHBIMH
koMmbloTepamu. OJHAKO, CPEICTB 3AIUTHI U1 IIOJOOHBIX YCTPOHCTB MOKA OUY€Hb MaJIo.
TecTHpPOBaHUE U MOKMCK YSI3BUMOCTEH B HUX IIPOUCXOUT He TaK UHTEHCHBHO, KaK s
ITK, To :xe camoe KacaeTcss 1 MOGHJIBHBIX TPUJIOKEHHH.

CoBpeMeHHBbIe MOOWIbHBIE Opay3epbl yiKe TPAaKTHYeCKH [OTHaJli HaCTOJIbHbIE
aHaJIOrH, OZJHAKO pacimupenue QyHKIMOHAIA BeyeT 3a co60i GOJIBIIYIO CIOKHOCTD U
MEHBIIYIO 3aL[UIIEeHHOCTb.



Hlanteko He BCe TIPOM3BOIUTENH BBINYCKAIOT OGHOBIEHHS, 3aKPbIBAIOLIHE KPUTHYECKHe
YA3BUMOCTH /11 CBOMX YCTPOUCTB.

OcHoBHBIe cOBeTHI /151 Ge30MACHOCTH MOGHITHHOTO Teste(poHa:

Huvero e saBngercs no-HacrosmeMy GecriaTHbIM. Bynp ocropoxen, Beap xorza Tebe
npeaiaraloT GecrylaTHBIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-TO IUIATHBIE

YCIyTH;

HAymaii, npexze yem ornpasuts SMS, doto win Bumeo. Thl TOYHO 3Haelllb, Ile OHU
GyZyT B KOHEYHOM HTOTE?

Heobxommo 0GHOBATE ONepalMOHHYI0 CHCTeMY TBOETO cMapTdhOHa;
Hcnonbayit aHTHBHPYCHBIE TPOrPaMMBI JIs1 MOBHITbHBIX Tes1e)OHOB;

He sarpyaii IpH/IOKeHHA OT HEM3BECTHOTO UCTOUHMKA, BEJb OHH MOTYT COZIEPIKATh
BPE/IOHOCHOE IPOrPaMMHOE obecrieueHue;

ITocste Toro kak ThI BBIMZENIb C caiiTa, Iie BBOIUII JIMYHYI0 UHpOpPMaLKIO, 3aiu B
HacTpoiiku 6paysepa u yaanu cookies;

[Teproauyecku mpoBepsii, Kakue IUIATHBIE YCIIyTH AKTHBEPOBAHDI HA TBOEM HOMEDE;

JaBaii cBoit HOMep MOGHIBHOTO TesiepOHa TOJIBKO JIFO/SIM, KOTOPBIX ThI 3HAEIIb U KOMY
JIOBEpsielllb;

Bluetooth mosyken 6bITH BBIKIIOUEH, KOTZA THI UM He nosip3yeibess. He 3abbiBait
UHOT/Ia IPOBEPSATH 3TO.

Online urpsr

CoBpemeHHBIe OHJIAWH-UTPBI - 3TO KPACOYHBIE, 3aXBATHIBAIOIIHE pa3BJIeueHus,
OGbeIMHAIONIE COTHH THICAY Ye/IOBEK 110 BeceMy MUpY. MITDOKH HCC/IEAYIOT JaHHEIH UM
MHD, OGWIAIOTCA APYT C APYIOM, BHINOJHSAIT 3alaHHsA, CPAKAIOTCA C MOHCTPaMH H
HOJTy4aloT OMbIT. 3a y/AOBOJIBCTBHE OHM IUIATAT: TOKYHAKOT /HUCK, OIJIAYHBAIOT
abOHeMEeHT HJIH IPUOGPETAaIOT KaKHe-TO OIIHH.

Bce aTH cpeactBa YT Ha IOAZEpKAHHWE W DPasBHTHE HIPHI, a TaKKe Ha camy
6e30macHOCTb: COBEPIIEHCTBYIOTCS CHCTEMBI ABTOPHBAIIHH, BBIIyCKAIOTCSA HOBBIE TIaTIH
(upoBBIe 3arIaTKH U IPOrPaMM), 3aKPHIBAIOTCS YABBUMOCTH CEPBEPOB.

B HO,CLOﬁHbIX'HI‘an CTOHUT OIlacaThCs HE CTOJIBKO CBOUX CONIEPHUKOB, CKOJIBKO Kpa’Ku
TBOEro I1apoJisi, Ha KOTOPOM OCHOBaHa CHCTeMa ABTOpHU3aAlIlUN 6OJIBIITMHCTBA Hrp.

OCHOBHBIE COBETHI TIO 6e3011aCHOCTH TBOETO HUI'POBOrO aKKayHTa:

1. Eciu ipyroii urpok Bezer ce6s 110X0 WM coszaer Tebe HeMPHATHOCTH, 3a610KU Py
€r'0 B CITHCKE HTPOKOB;

2. I'onca.nyﬁcx AIMHAHUCTpATOpaM MIPbl Ha IUIOXO€ IIOBEJIEHHE 3TOr0 HI'DOKa,
JKeJ1aTeJIbHO IPUJIOXKUTH KaKHe-TO JoKa3aTeJbCTBa B BHIE CKPHUHOB;

3. He yxasbiBaii 1uanyio nHpopmanuio B npodaiie urpbr;

4. YBakail IPyTUX yIaCTHUKOB T10 UTPE;



5. He ycranapiuBait HeouasbHbIe IIATYA ¥ MOJIBI;
6. Micionb3yii c10’KHbBIE U pa3Hble IapoJIy;

7. Jlake BO BpeMs WIPHI HE CTOMT OTKJIIOYaTh aHTUBHpYC. [loka ThI Wrpaemib, TBOH
KOMIIBIOTEP MOTYT 3apa3uTh.

POUITUHT WIH Kpaia JIMYHBbIX JaHHbIX

OG6BIYHOHM Kpa)kell [I€Her W JOKYMEHTOB CErofHs Y:Ke HHUKOrO He YAMBHIIb, HO C
Pa3BUTHEM HHTEPHET-TEXHOJIOTHH 3JIOYMBIIUIEHHUKH [ePEMEeCTHIUCh B WHTEPHET, U
IIPOZIOJIKAIOT 3aHUMAThCsA "JTIOOUMBIM"' JIEJIOM.

Tak NOsSIBUJIACh HOBAsi yIpO3a: HHTEPHET-MOIIEHHUYECTBA WiIH (DHUILNHT, [JIABHAS LeJb
KOTOPOTO COCTOMT B TOJIy4eHHH KOH(DUIEHIMATbHBIX JaHHBIX IIOJIH30BaTENEeH -
JIOTHHOB ¥ naposiei. Ha anriuiickom sizbike phishing uuraercs kak umunr (ot fishing
- peIOHaA J10BJIsA, password - TapoJib).

OcHOBHBIE COBETHI 1O 60phOe ¢ GUITHHTOM:

1. Crenu 3a cBOMM akkayHTOM. Eciu ThI TOZO3peBaellb, YTO TBOS aHKeTa ObLIa
B3JIOMaHa, TO HeOGXOIUMO 3a0JIOKHPOBATh €e ¥ COOBIIUTh aJIMUHHUCTPATOPaM pecypca
06 3TOM KaK MOKHO CKOpee;

2. Hcnonb3syii 6GesomacHble BeG-caWTBhl, B TOM YHCIE, WHTEPHET-Mara3uHOB U
TIOUCKOBBIX CHCTEM;

3. Mcnonp3ayit cy1o’kHBIE U pasHble naposiu. TakuM o6pa3oM, ecyid TebGsi B3JIOMAIOT, TO
3JI0yMBIILJIEHHUKH TIOJIyYaT ZOCTYI TOJIBKO K OJHOMY TBOEMY IPOMUIIIO B CETH, a HE KO
BCEM;

4. Eciiu Tebs B3710Mai, TO HEOOXOAUMO TIPEIYIIPEAUTD BCEX CBOUX 3HAKOMBIX, KOTOPBIE
nobaByieHbl y TeOA B APY3bSX, O TOM, YTO TeGs B3JIOMaJd ¥, BO3MOMKHO, OT TBOETO
uMeHH Oy/ieT pacchUIaThCs ClIaM M CChUIKU Ha (DUIIMHTOBBIE CAUTHI;

5. Ycranosu HaziexHbIN naposs (PIN) Ha MOGHIIBbHBIN TestedOH;
6. OTKJII0YH COXpaHeHHe MapoJis B Gpaysepe;

7. He oTkpriBait aiiyibl U Apyrue BIOKEHUs B MHCHMAX, JaKe eCJIM OHU MPUILUIA OT
TBOMX /Ipy3ei. JIydIlle yTOUHH y HUX, OTIIPABJIAJIH JIX OHH Tebe 3TH (haisibL.

IIndposas penyramus

Lludposas pernyranus - 3T0 HeraTHBHAS WIK O3UTHBHAsE HHGOPMALUSA B CeTH O Tebe.
Komnpomerupyiomas uHpopMmanus, pasMelieHHass B UHTEPHETE, MOKET CEPbe3HBIM
0o0pa3oM OTpa3uThCs HA TBOEW peasibHOM Ku3HU. "Lludposas pemyranusa’ - 3TO TBOH
HMU/IK, KOTOPBIH hopMupyeres 13 nHboOpMalyu o Tebe B MHTEPHETE.

TBoe wecTo JKHUTEJIbCTBA, yq86bl, TBOE (buHchosoe IIOJIOKEHHE, 0CcoOEeHHOCTH
XapakKTepa U pacCKa3bl O GJIU3KHX - BCE 3TO HAKAIIMBAETCH B CETH.

MHor#e NOAPOCTKY JIETKOMBICJIEHHO OTHOCATCA K MyOIMKAMK JIMYHOU HHGOpMAIUK B
WHTepHeTe, He TIOHUMAasA BO3MOKHBIX ITOCIEACTBUI. ThI 1ake HE CMOKEIb [0TaaThCs
0 TOM, 4TO (poTorpacdus, pa3MelleHHAs 5 JIeT Has3aj, CTaja IPUUYMHON OTKa3a IPUHATh
TebsA Ha paboTy.



KomMeHTapuH, pasMenienue TBouX ¢ororpaduii u japyrue JiecTBUSL MOTYT He
MCUE3HYTh Jake MOCTIe TOTO, KaK Thl UX yAauuulb. Thl He 3HAeIlb, KTO COXPaHUJI 3Ty
uHbOpMaNMo, ToNala M OHA B TOMCKOBble CHCTEMBI M COXPaHMIACh JIM OHA, &
[JIaBHOE: YTO TOAYMAIOT O TeGe OKDYKalolLlye JIIO/[H, KOTOpble HAWIYT U YBHAAT STO.
Haiiti uHGOPMALMIO MHOTO JIET CIyCTs CMOKET 711060 - Kak U3 J06PbIX OOy XKIeHUH,
TaK U ¢ HAMepeHHueM PUYUHHUTD BPel. ITO MOKeT ObITh KTO YTO/HO.

OCHOBHBIE COBETHI IO 3aInuTe udpoBOi penyTanun:

1. Tloaymaii, Tpeskzie YeM 4To-TO mybiIMKOBaTh M Nepe/aBaTh y cebsi B Gsiore WK B
COLIMAJIbHOM CETH;

2. B HacTpoiikax npodusis yCTAaHOBU OTPaHAYEHHs Ha POCMOTP TBOETO npoduis ¥ ero
COZIEPIKHMOTO, C/IeJIal er0 TOIBKO "I npysei";

3. He pasmeniaii u He yKasbiBail HHGOPMAILHIO, KOTOPas MOKeET KOTO-JTU6O0 OCKOPOAATDH
WU OOMIKaTh.

ABTOpCKOE IpaBo

CoBpeMeHHBIe IIKOJBHUKA - AKTHBHBEIE TOJIH30BATENH LH(PPOBOTO MPOCTPAHCTBA.
OfHAKO [ajJeko He Bce 3HAKOT, YTO IIOJIb30BAHWE MHOTMMH BO3MOKHOCTAMHU
1 poBOro Mupa TpeGyer cob/II0AeH!s IPaB Ha HHTE/UIEKTYalbHYI0 COGCTBEHHOCTB.

TepMHuH "HHTEJIEKTyaJbHass COGCTBEHHOCTb' OTHOCHTCA K Pas/MYHBIM TBOPEHUAM
YeJIOBEUECKOTO yMa, HAYMHAA C HOBBIX HM300peTeHHi M 3HAKOB, 0GO3HAYAKOLUX
COBCTBEHHOCTh HA NPOJAYKTHI M YCJIyTH, W 3aKaH4YMBasg KHUramu, Qororpadusamy,
KHHOGWIBMAMH ¥ My3bIKaJTbHBIMY IIPOM3BECHUAMH.

ABTOPCKHe TIpaBa - 9TO IIpaBa Ha WHTeJUIEKTyasIbHyI0 COOCTBEHHOCTD Ha IIPOM3BE/CHIA
HayKH, JIATEPaTypbl ¥ MCKyccTBa. ABTOPCKHE IIpaBa BBICTYNIAIOT B Ka4€CTBE rapaHTHH
TOTO, UTO WHTE/UIEKTYaIbHBIHA/TBOPYECKHH TPYZ aBTOpa He Gy/eT HalpaCHbIM, 1aCT eMy
CIpaBe/l/TUBBIE BO3MOKHOCTH 3apaboTaTh Ha pe3ysbTaTax CBOEro TpyAa, IOJIyYHTH
U3BECTHOCTH M Npu3HaHue. HuKTo 6e3 paspeneHus aBTopa He MOKeT BOCIPOU3BOAUTD
€ro TpOW3BEIeHHE, pPACIPOCTPAHATh, MyOJMYHO JIEMGHCTPHPOBATh, IIPOJABATD,
MMIOPTHPOBATH, MYCKATh B MPOKAT, MyOIMYHO HCIOMHATH, OKA3bIBATh/ UCTIOIHATD B
adwupe win pa3memars B UaTepHere.

Wcnonp3oBaHUe "THPATCKOro' MPOrPpaMMHOTO OOecrledeHHs MOKeT TPUBECTH K
MHOTMM pHCKAM: OT IOTePH AAHHBIX K TBOMM aKKayHTaM [0 GJIOKHPOBKM TBOEro
YCTPOMCTBQ, I/l yCTaHOBJIEHA HeJleraibHas nporpamMma. He cTouT Takke 3a0bIBaTh, 9TO
CYIIeCTBYIOT JIeTa/IbHbIE U GecriaTHbIe TPOrpaMMbl, KOTOPbIE MOKHO HAWTH B CETH.

O nopraJse

CereBu4oK.pd - TBOH IVIABHBIH COBETYMK B CeTH. 3/€Ch Thl MOMKeIlb y3HATb O
6Ee30IaCHOCTH B CeTH IOHATHBIM M JOCTYIHBIM A3BIKOM, a INPU BO3HUKHOBEHUHU
KPUTHYECKOH CHTyauuH OOpaTHThCA 3a COBETOM. A TaKe MPHUHATH ydacTue B
KOHKYPCaX M CTaTh CaMbIM LU(POBBIM rPakIaHHHOM!

[MTpunoxenue N2 3

Ipunosxenue 3. [laMaATka 7151 pojuTesell 06 HHPOPMAIHOHHOK 6€30IaCHOCTH neren
Omnpenesienne TepMuHa "HHpOpPMaNHOHHAsA Ge30MaCHOCTH Jereil” COZEpPKUTCA B
degepanbHoM 3aKoHe NO 436-P3 "O samure gereit oT HHGODPMAIIH, [IPUYUHSAIOMER




Bpe/l UX 37I0POBBIO U Da3BUTHIO", PETYJUPYIOLIMM OTHOILEHUs, CBA3aHHBIE C 3alUTON
Jgered or wH(OpMAalUMM, NPUYUHAIONIEH BpeA HX 340POBbI0 M (WIH) Pa3BUTHIO.
CormnacHo aHHOMY 3aKoHY "MHMOpMauOHHAs 6e30MacHOCTh eTel" - 3TO COCTOAHUE
3aIMINEHHOCTH, IIPH KOTOPOM OTCYTCTBYET PHCK, CBfAI3aHHBIH C NPUYUHEHHUEM
uHpOpMaluel Bpesia uX 3/10pOBbI0 U (WiK) GUBHIECKOMY, IICHXUIECKOMY, JIyXOBHOMY,
HPaBCTBEHHOMY Pa3BHUTHIO.

B cuny ®enepanbrHoro sakoHa N9 436-®3 wunboOpManuei, NPUYUHAIOIEH Bpexn
3/I0POBBIO U (WJIHM) Pa3BUTHIO JIE€TEM, SIBJIAETCA:

1. mEpOpMaIU, 3alpelleHHas JIsi pACIPOCTPAHEHUS CPE/IH JIETEN;

2. uaGopManus, pacnpocTpaHeHue KOTOPOi OrPaHHYEHO CPEIH AETeH OINpe/IeIeHHBIX
BO3PACTHBIX KATErOPUH.

3. K undopmanuy, 3anpeineHHoi /isi pacpoCTpaHEeHUs CPE/IN JieTel, OTHOCUTCA:

4. nHopManus, nobykaaomas eTeil K COBEPLIEHHUIO JAEHCTBUM, MPeCTaBIAIOIINX
YrPO3y MX JKM3HHM M (MJIH) 37I0POBBIO, B T.4. IPUYMHEHHIO Bpela CBOEMY 3[I0POBBIO,
camMoyOHICTBY;

5. CHOCOGHOCTH BBI3BATh y €Tl KeJlaHWe YNOTPeGUTh HapKOTHUECKHMEe CpPeZCTBa,
NCUXOTPONHBIE ¥ (WIM) OJYpMaHHUBAKOIIME BeIIeCTBA, TabayHble W3/eNHs,
JIKOTOJIbHYIO U CIIMPTOCOZIEPIKALIYIO TPO/YKIIMIO, TIHBO U HAIIUTKY, U3TOTAB/IMBaeMble
Ha €ro OCHOBe; NPUHATh yyacTHe B a3apTHBIX WIPaX, 3aHUMATBCA MPOCTUTYIHEH,
6pOAAKHUYECTBOM HJIX MIONPOLIAHUIECTBOM;

6. 06OCHOBBHIBAIOIIASI WM ONpABBIBAKOINAS JOMNYyCTUMOCTh HACWIMA W  (VIIH)
JKeCTOKOCTH b0 moby:Karom@as OCylIeCTB/IATh HACHIbCTBEHHBbIE [JEeHCTBHUA IO
OTHOIIEHHMIO K JIIOJIIM ¥ YKHBOTHBIM;

7. OTPULAIOLIAsA CeMeHHble IeHHOCTH U (GOPMHUPYIOILAs HEyBaKeHHe K POIAUTEIAM U
(w1n) ApyrUM YsIeHaM CeMbH;

8. ompaB/bIBaoIAst IPOTUBOIIPABHOE MOBE/ICHUE;
9. cozieprKalas HelleH3yPHYIO GpaHb;
10. cofepikaas HHGOpPMaIHio TOPHOrpadHIECKOro XapaKTepa.

K undopmannu, pacnpocrpaHeHre KOTOPOH OIPaHUUYEHO CPEH JIeTel ONmpesesIeHHOTO
BO3DACTa; OTHOCHUTCA:

1. uHdopManus, npencrapiasgemMas B BUe U300pasKeHHs WM OIMCAHUA JKECTOKOCTH,
¢usuueckoro ¥ (WIM) [CHXMYECKOTO HACHIMA, TIPECTYIUIEHHs MM WHOTO
aHTHOOIIECTBEHHOTO JIeUCTBHUSA;

2. BBI3BIBAIOINAS Yy JeTell CTpax, y»Kac WJIM NAHHKY, B T.4. NpecTaBiseMas B BHE
H300paKeHUsl WIM ONMCAHHA B YHUIKAIOLIEH UelOBevecKoe JOCTOMHCTBO (opMe
HEHaCH/IbCTBEHHOU CMepTH, 3a60JieBaHusI, cCaMOyGHIACTBA, HECUACTHOTO CITy4ast, ABAPHH
WJIU KaTacTpodblI U (WIJIH) UX MTOCIIEICTBHH;

3. TIpeZicTaByAeMasn B Bujle U3006pakKeHUs WIIM ONHCAHHS [IOJIOBBIX OTHOIIEHUH MexIy
MY>KUYMHOH U JKEHIIUHOM;

4. coaepikaiasa 6paHHble CJIOBA U BbIpaKe€HU s, HE OTHOCAIIUECA K Heuensypﬂoﬁ 6paHH.



